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Overall Conclusion

The Texas Education Agency (Agency) operates the Texas Records Exchange (TREX)
system as designed and facilitates the electronic transfer of student records in a
secure manner. However, the Agency should improve its administration of TREx to
increase participation by all public school districts, open-enrollment charter
schools, and higher education institutions in Texas.

The Texas Education Code requires schools to

participate in TREx for the transfer of

electronic student records sent to other schools Background Information
and transcripts sent to higher education The Texas Education Agency (Agency)
institutions. The Agency has not formally implemented the Texas Records

Exchange (TREXx) system in May 2008.

defined Wh_at constltute_s pa_‘rtl(flpa_tlon by a Texas Education Code, Section 7.010,
school or higher education institution. Instead, states that school districts, open-
the Agency considers a school to be enrollment charter schools, and higher
. : . . education institutions shall use TREx to
participating for reporting purposes if the transfer electronic student records and
school sends at least one student record using transcripts. These records contain

TREx during the prior year (see text box). student information such as:

= Completed courses.

This reporting methodology does not * Grades and graduation plans.
sufficiently identify schools that are not using ® Assessment results.
all TREx capabilities on a consistent basis. TREXx allows schools to send records

requests, transfer actual student

Baged on feeQback provided by several school records, log receipt of requested
registrars, using TRExX to send student records records, and send transcripts. It is
is more cost-effective than sending records important to note that TREx is not a

. repository of student records, and
manually. Some registrars at the schools that student records are maintained in the
auditors visited estimated that using TREX system for only 10 days before being
resulted in a time savings of 2 to 20 minutes purged.

per record transferred. TREXx processed more
than 276,000 records from September 2009
through March 2010, resulting in savings of administrative costs. Other schools
may experience similar cost savings if they consistently use all TREx capabilities.

Auditors’ survey of school registrars indicated that approximately 61 percent of
responding schools stated that they still send student records and/or transcripts
manually at least some of the time. In addition, approximately 8 percent of all 193
respondents stated that they had never sent student records electronically in
TREX.

This audit was conducted in accordance with Texas Government Code, Section 321.0132.

For more information regarding this report, please contact Ralph McClendon, Audit Manager, or John Keel, State Auditor, at (512) 936-
9500.
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Student Information Transferred
through TREX

TREX exchanges the following types of
student information:

= Student records, which contain
information on an individual student
from pre-kindergarten through grade
12. This information is often
exchanged when a student transfers
to a new school.

= Transcripts, which contain
information on an individual
student’s performance from grades 9
through 12. This information is often
submitted to higher education
institutions when students apply for
admission.

SAO Report No. 11-010

The Agency has not yet established TREx as the primary
method for transferring transcripts (see text box for the
types of student information that can be transferred
through TREX). Fifteen percent of the 46 responding high
school registrars indicated that they have never sent
transcripts electronically in TREx. In addition, a report on
how many transcripts have been received by Texas public
higher education institutions showed that only 47 percent
had received more than 50 electronic transcripts through
TREx from September 2007 through March 2010.

To help increase the use of TREx among schools and
higher education institutions, the Agency should increase
its oversight and support of TREX users in addition to
improving its methodology. Specifically, the Agency
should:

» Communicate directly with registrars who transfer student records. Some of the
Agency’s previous communications about TREx never reached the school
registrars who use TREX.

> Encourage registrars to receive TREX training. Registrars at 15 schools, or 58
percent of the 26 schools that auditors visited, indicated that they were
dissatisfied with the quality and completeness of the training received, and 12
survey responses, or 6 percent of 193 registrars surveyed, stated they had

training.

> Increase its coordination and communication with the Higher Education
Coordinating Board and high schools to increase the use of TREx for submitting
transcripts and providing test scores that many higher education institutions
need to process admissions applications.

> Provide additional technical and administrative support to TREx users. Many
schools reported common problems that discouraged them from using TREX.
These included problems with obtaining and using scanners and TREx software; a
lack of coordination of support resources at the region, school district, and
Agency levels; and a lack of coordination with student information system
vendors to encourage automation of the process of importing and exporting

student records.

In addition, the Agency adhered to most applicable federal and state statutes and
applicable rules regarding data confidentiality; however, it should improve its
access controls over TREx. Auditors reviewed a sample of TREx user accounts and
determined that 13 percent were unnecessary accounts and 10 percent were
accounts assigned to former employees, which increases the risk of unauthorized
exposure of confidential student information stored in TREx or other Agency

systems.
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Summary of Management’s Response

The Agency agreed with the recommendations in this report.

Summary of Objectives, Scope, and Methodology

The objectives of this audit were to determine whether TREX:

> Is being used by selected school districts, open-enrollment charter schools, and
higher education institutions as intended.

> Meets standards approved by the Commissioner of Education and the
Commissioner of Higher Education.

> Adheres to applicable federal and state statutes regarding data confidentiality
and applicable Agency rules.

The scope of this audit covered the processes and controls that the Agency used to
administer TREx in April 2010 and the transactions in TREx from September 2009
through April 2010.

The audit methodology included interviewing Agency personnel; interviewing
registrars who transfer student records and transcripts at several schools across
Texas; interviewing Higher Education Coordinating Board staff who coordinate the
use of TREX; interviewing staff supporting the Standardization of Postsecondary
Education Electronic Data Exchange (SPEEDE) system at the University of Texas at
Austin; surveying 304 registrars about their use of TREX; visiting 26 schools to
observe TREXx being used; surveying 10 higher education institutions about their use
of transcripts received through TREX; reviewing the Agency’s documentation
related to TREX; analyzing TREx transactions from September 2009, through April
2010; reviewing the Agency’s processes, policies, and procedures for TREX;
observing the Agency’s data center; reviewing TREx system and software
configuration documents; and reviewing TREx system controls.

Auditors also identified other less significant issues that were communicated
separately in writing to the Agency.
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Detailed Results

Chapter 1

The Agency Should Improve Its Administration of Schools’ Use of TREx
to Encourage More Schools to Fully Use TREx to Transfer Student
Records

The Texas Education Agency (Agency) should improve its administration of
the Texas Records Exchange (TREX) system to increase public school
districts” and open-enrollment charter schools’ (schools) participation in
TREX. Specifically, the Agency’s methodology for reporting participation
levels in TREX is not sufficient to identify schools that are not using all
features of TREX as intended. By improving its administration of and
assistance to the schools that are not fully participating in TREX, the Agency
could help many schools reduce the costs associated with the transfer of
student records.

Chapter 1-A
The Agency’s Methodology for Determining Schools’ Participation
in TREX Is Insufficient

The Agency does not sufficiently identify schools that are not using TREx
capabilities on a consistent basis to transfer student records and transcripts.
Without a reliable and accurate measurement of participation in TREX, the
Agency cannot administer TREX as intended by the Texas Education Code.
For example, in March 2010, the Agency reported that approximately 91
percent of schools participated in TREX; however, the Agency’s methodology
for calculating this percentage considered a school to be participating if it sent
at least one student record using TREX during the prior year.

Texas Education Code, Section 7.010, mandates that “each school district,
open-enrollment charter school, and institution of higher education shall
participate in an electronic student records system.” However, the Agency
has not defined what constitutes “participation” by a school or higher
education institution. Instead, the Agency used multiple methodologies to
develop reports on the statewide use of TREX. These included:

= Performance reports that calculated participation as the percentage of all
schools in Texas that submitted at least one transaction in TREx during the
prior year.

» Performance reports that calculated participation as the percentage of all
school districts in Texas in which at least one TREXx user submitted at least
one transaction in TREXx during the prior year.
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= Administration reports that calculated non-participation as the number of
schools whose transactions in TREXx were less than 5 percent of their
enrollment during the prior year.

» Administration reports that calculated non-participation as the number of
school districts containing schools having zero transactions in TREx
during the prior year.

Because the Agency used differing methodologies to determine participation
rates, the results are not consistent. For example, the Agency has focused on
encouraging one large school district to use TREx more frequently. However,
this school district is considered a participating school district in some reports
and a non-participating school district in others.

In addition, none of these methodologies compared the number of students
transferred to or from each school or school district with the total number of
records transferred using TREX, which would provide a more accurate
baseline for determining schools’ participation in TREX. The Agency collects
student enrollment and transfer data in its Personal ID Enrollment Tracking
(PET) system, but it does not use this information to help identify the number
of student records that could be processed through TREX. The Agency used
this data to estimate the number of student transfers for a single school
district; however, it has not done this on a statewide basis as part of its
administration of TREX.

Some schools reported that they did not use all TREx capabilities as intended. Auditors
received 193 responses from a survey of 304 school registrars across Texas;
auditors also visited 26 schools to determine whether schools were
participating in TREx and using all the system’s capabilities on a consistent
basis. (See Appendix 2 for complete survey results.) While some registrars
reported that they had access to TREX, they did not use it to send and receive
student records electronically as intended by the Texas Education Code. The
Agency’s methodology for calculating participation in TREx may not
adequately capture this. For example:

= Of the 193 school registrar survey responses auditors received, 117
(approximately 61 percent) stated they sent some student records or
transcripts manually, and 16 (approximately 8 percent) indicated that they
did not use TREX at all to transfer student records.

= Twenty-eight school registrars commented on the survey that they would
likely use TREx more often to send student records and transcripts if more
schools participated in it. Of the 26 schools auditors visited, 10 (38
percent) did not use TREX to transfer student records.

= The registrar at one school auditors visited used TREXx only to reject
records requests received from other schools, opting to fax student records
instead.

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
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While visiting schools, auditors noted several reasons schools may not be
using all TREx features. These included:

* |nadequate communication and training from the Agency on the use of
TREX. (See Chapter 2 for additional details.)

* A lack of technical and administrative support from the Agency for the
software and hardware used to process record transfers in TREx. (See
Chapter 5 for additional details.)

If the Agency improves its definition of and processes for identifying non-
participation, it could better administer TREx and follow up with schools that
are not using TREX on a consistent basis to transfer student records and
transcripts. For example, while Agency management stated that they planned
to send letters to schools identified as not participating in TREX, as of May
2010, two years after it began requiring schools to use TREX, it had developed
a follow-up letter for only one school district the Agency had identified as a
non-participant. (See Appendix 4 for a list of the school districts and charter
schools that infrequently sent records using TREX.)

In addition, the Agency does not have documented policies or procedures for
identifying schools that do not participate in TREx. Developing and
implementing documented policies and procedures, including procedures for
contacting non-participating schools, could help the Agency encourage
members of a school’s leadership, such as school board members and
superintendents, to be are aware that the school is not using TREX to transfer
student records and that using TREx may help the schools to reduce the costs
associated with transferring student records.

Recommendations
The Agency should:

= Define what constitutes “participation” by a school or higher education
institution and develop and implement a single methodology that
sufficiently identifies schools that are not fully using TREX as intended.

» Reconcile student transfer totals to the number of records transferred in
TREX.

= Develop and implement written policies and procedures for identifying
and contacting schools that are not participating in TREx. This should
include developing procedures to (1) encourage the schools the Agency
identifies as either not participating in the use of TREX or as not using all
of the system’s capabilities to use TREX on a consistent basis and (2)
notify the appropriate registrars, school district superintendent, school

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
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board members, and/or other school leadership of the school’s
performance.

Management’s Response

TEA agrees with the recommendation. The Agency currently has a very
conservative view of non-participation at the district level, which is that no
records have been sent or received in the preceding twelve months. The
Agency will work to implement a single methodology to identify schools that
are not using the system as intended. This project is to be completed within
the next three months. The contact person is the Director of Enterprise Data
Management.

The Agency agrees with the recommendation to reconcile student transfer
totals to the number of records transferred in the TREx system. TEA currently
has reports that identify the number of records sent and received through the
system at the campus and district level. However, these counts are not linked
to the student enrollment and withdrawal information reported by districts
through the PET system. The agency will develop reports comparing the
number of records sent and received through TREX relative to the number of
enrollments and withdrawals. This project is to be completed within the next
three months. The contact person is the Director of Enterprise Data
Management.

The Agency agrees with the recommendation to develop and implement
written policies and procedures for identifying and contacting schools that are
not participating in TREx. This project is to be completed within the next
three months and will include procedures for encouraging schools to use the
system on a consistent basis as well as notifying registrars, campus
administrators, and superintendents of the school’s performance. The contact
person is the Director of Enterprise Data Management.

In addition, on October 12, 2010 the Agency sent letters to 26 districts that
neither requested nor received any student records through TREXx in the
previous twelve months, notifying them that the district was not in compliance
with TEC 7.010. The latest version of the application, scheduled to be
deployed this month, will automatically send a report to superintendents,
principals, and district TREx Coordinators identifying any requests for
records not fulfilled within ten days.

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
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Chapter 1-B

By Improving Schools’ Participation in TREx, the Agency Could
Help Schools to Reduce the Costs Associated with Transferring
Student Records

The Agency has opportunities to help schools reduce costs by transferring
more student records using TREX. Auditors obtained time-savings estimates
from registrars that indicated using TREXx saved between 2 and 20 minutes per
record sent during the 2009-2010 school year when compared to the methods
those schools previously used to transfer student records. On average, these
registrars’ estimates indicated that using TREX to transfer student records
saved approximately 10 minutes per record. However, it is important to note
that the large degree of variation in the time-savings estimates and the large
number of schools in Texas make it difficult to reliably calculate the exact
time and costs saved by using TREX.

TREX processed more than 276,000 student records from September 2009
through March 2010. The Agency provided information indicating that
school registrars’ salaries averaged $18.62 per hour. Because the school
registrars are likely to be responsible for transferring student records, the
potential cost savings to schools could increase in the future if more registrars
consistently used TREX to transfer these records.

Of the 177 registrars surveyed, 95 (54 percent) responding to one survey
question stated that they either strongly agreed or somewhat agreed that using
TREX reduces the time it takes to exchange student records. Additionally, 105
(59 percent) of 177 responding to a different survey question stated that they
either strongly agreed or somewhat agreed that using TREXx reduces the costs
associated with transferring student records.

Recommendation

The Agency should develop and distribute information informing the schools
about the benefits of using TREx and the potential savings in time.

Management’s Response

TEA agrees with the recommendation to develop and distribute information to
schools concerning the benefits of using TREx and the potential savings in
time. This information will be included in the written policies and procedures
described in Chapter 1-A to encourage schools to use the system on a
consistent basis.

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
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Chapter 2

The Agency Should Improve Its Communications with and Training
Provided to TREx Users

The Agency has provided information to schools about the statutory
requirement that they participate in TREX to transfer student records and
transcripts. In addition, it has implemented training on the use of TREX.
However, the Agency should improve the effectiveness of its communication
and training efforts by ensuring that all registrars responsible for transferring
student records (TREX users) receive critical information about TREx and
adequate training on how to use the system.

The Agency should communicate directly with TREX users.

The Agency should improve its administration of TREx by communicating
directly with school registrars who use TREX. Instead of communicating with
school registrars, the Agency previously sent multiple letters to school district
superintendents and regional TREXx coordinators. The Agency sent two of
those letters to all school administrators in July 2008 and September 2008,
indicating that Texas Education Code, Section 7.010, requires all schools to
participate in TREX by using that system to exchange student records and send
transcripts. However, auditors determined that 10 (38 percent) of the 26
school registrars at the schools visited were not using all capabilities of TREX
on a consistent basis to transfer student information. This indicates a need for
the Agency to provide additional communications on TREX to encourage
schools to participate as intended by the Texas Education Code.

Some of the Agency’s critical communications regarding TREX discussed
above never reached the TREX users at the schools. For example, the registrar
at one school that auditors visited indicated that she was not aware that
schools were required to participate in TREx and had not received any
training to prepare her to use TREXx. This registrar began using TREX in April
2010, approximately 2 years after the Agency approved TREX for use by all
Texas schools. Although this is a single incident that may not be
representative of the Agency’s communications to TREXx users at other
schools, it demonstrates that the Agency’s previous methods of
communication have not always been effective in communicating critical
information about the system to all TREX users. To improve participation and
help schools realize possible cost savings, the Agency should develop and
implement additional methods for communicating with TREX users in the
approximately 8,600 school campuses in Texas.

The Agency should improve its administration of TREX training.

The Agency implemented a “train-the-trainer” model for TREX. Under this
model, the Agency provided training materials to the Agency’s regional
offices that were responsible for training employees in the school district
offices, and the school district offices were responsible for training the

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
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registrars at the individual schools. However, the administration of this
training did not provide all school registrars who would use TREX with the
training they needed to transfer student records using TREX. Specifically:

» Registrars at 15 (58 percent) of the 26 schools that auditors visited stated
they were not satisfied with the quality and completeness of the TREX
training they had received. It should be noted that 12 (80 percent) of the
15 registrars expressing dissatisfaction with the TREX training were at
schools that were not participating in TREX as intended by the Texas
Education Code. This indicates that inadequate training may be a
significant reason some schools are not using TREX.

= Twelve (6 percent) of the 193 registrars responding to a survey about their
use of TREX stated that they had not received any training on using TREX.
Additionally, the survey asked respondents to provide suggestions that
would encourage them to use TREx more often. Of the 128 comments
received to this request,* 13 respondents, or 10 percent, indicated that
TREX training was inadequate.

In addition to the “train-the-trainer” model, the Agency developed an
extensive Web-based training program that includes written procedures,
sample transactions, and instructional videos to explain how to use TREX to
transfer and receive student records and transcripts. This training program is
available at http://ritter.tea.state.tx.us/trex/training.html; however, school
registrars at 4 (15 percent) of the 26 schools that auditors visited, including
three schools from one school district, stated that they did not know about
these online training materials.

Recommendations
The Agency should:

= Communicate directly with registrars at the beginning of each school year
about Texas Education Code requirements to use TREX for transfers of
student records and transcripts and about other issues that are critical to
the success of TREX.

= Upon completion of each training course, evaluate the completeness and
quality of TREX training provided by the regional and school district
offices. If problems are identified with the quality, completeness, or
effectiveness of a training course, the Agency should offer additional
support services to the affected TREX users.

= Use its online training modules to retrain TREX users, and encourage all
TREX users to complete this online training.

! A total of 193 registrars responded to auditors’ survey, but only 128 chose to respond to this voluntary question.
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Management’s Response

The Agency agrees with the recommendation to communicate directly with
registrars regarding the requirement to use TREx. TEA sent a letter to district
superintendents on September 20, 2010 concerning the requirements to use
the system and forwarded a copy to campus administrators and registrars on
October 1. The letter included information on where to find the TREx Data
Standards, the TREx User Guide and video tutorials on the Agency Web site,
and how to obtain support from the TREx Help Desk, and from the Education
Service Centers.

TEA does not have information on the TREX training schedule or participants
at the Education Service Centers, and the Agency does not have the authority
to evaluate staff training by school districts. However, the Agency will
conduct a survey of registrars annually regarding the training they have
received on TREX, and their satisfaction with the training provided by their
Education Service Center. The results of the survey will be provided to the
Service Center and to the campus and district administrators. All registrars
will receive information on the TREX video tutorials on the agency website.
This project is to be completed in the next six months. The contact person is
the Director of Enterprise Data Management.

The Agency agrees with the recommendation to use it’s online training
modules to retrain TREXx users and encourage all users to complete the online
training. Information on the video tutorials was included in the letter
forwarded to all registered TREx users on October 1, 2010. In addition, TEA
will add a link from the TREXx application to the user documentation and video
tutorials on the TREx web site. The Agency will then send an announcement
letter to all registrars encouraging them to complete the online training. This
project is to be completed within the next six months. The contact is the
Director of Enterprise Data Management.

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
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Chapter 3

The Agency Should Increase Its Coordination with the Higher
Education Coordinating Board and Communication with High Schools
to Increase the Use of TREXx for Submitting Transcripts

Transcripts in TREX

TREX generates official high school transcripts in
an electronic format for students who wish to
apply for admission at higher education
institutions. The form of this electronic
transcript was reviewed and approved by the
Commissioner of Education and the
Commissioner of Higher Education as required by
Texas Education Code, Section 7.010. Some of
the information required to be transmitted to
higher education institutions includes a
student’s:

= First, middle, and last names.
= Academic year.

= Listing of courses.

= Coursework completion dates.
= Date of graduation.

Once registrars submit this information for a
student at their school, TREx transfers an
electronic transcript to the Standardization of
Postsecondary Education Electronic Data
Exchange (SPEEDE) system, which is a system
used to exchange electronic transcripts between
higher education institutions in North America.
The SPEEDE system then delivers the electronic
transcripts to the appropriate higher education
institution. The SPEEDE system is maintained by
the University of Texas at Austin and was not
reviewed as a part of this audit.

The Agency can help increase the number of transcripts that
high schools electronically transfer through TREX to higher
education institutions to make TREX the primary method for
transferring transcripts. The Agency should increase its
coordination with the Higher Education Coordinating Board
and improve its communication with the high schools to
increase the use of TREX for transferring transcripts, as
intended by Texas Education Code, Section 7.010 (see text
box).

However, some high schools do not submit student
transcripts electronically through TREx and some higher
education institutions do not accept electronic transcripts sent
through TREx. For example, 6 (67 percent) of the 9 high
schools that auditors visited did not use TREXx to submit
transcripts to higher education institutions. Registrars at two
of those high schools stated that they did not use TREX to
send transcripts because they had not received requests for
transcripts from the higher education institutions through
TREX. However, TREx was not designed to generate these
requests. Instead, the Agency directs users to send electronic
transcripts each time a student or a parent requests that a
transcript be sent to a higher education institution. In
addition, 7 (15 percent) of the 46 high school TREX users

responding to auditors’ survey indicated that they had never sent transcripts
electronically using TREx.

The Agency’s transcript reports indicate that 102 (74 percent) of the 137
public higher education institutions and campuses registered with the Higher
Education Coordinating Board® had received at least one electronic transcript
from a high school through TREXx from September 2007* until March 2010.
However, 35 higher education institutions (26 percent) had not received any
transcripts and 72 higher education institutions (53 percent) had received
fewer than 50 transcripts through TREX during this 31-month period (see
Table 1 on the next page).

2 A total of 193 registrars responded to this survey, but only 46 high school registrars answered the question regarding use of

TREX to send transcripts.

% According to the Higher Education Coordinating Board, a total of 137 public higher education institutions and campuses are
registered to receive transcripts through TREx. See Appendix 3 for a complete list of these institutions and the number of
transcripts that each has received through TREX.

* The Agency made TREX available for use in September 2007, but it did not require schools to participate until May 2008.
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Table 1

Transcripts Transferred to Texas Higher Education Institutions using TREX

September 2007 through March 2010

Number of
Higher Percentage of All 137 Registered
Education Public Higher Education
Number of Transcripts Institutions Institutions in Texas 2
None 35 26%
1 or more 102 74%
0 to 49 72 53%
50 or more 65 47%

a . L . . .
These are higher education institutions and campuses that are registered with the Higher
Education Coordinating Board to receive transcripts through TREX.

Source: Unaudited reports from the Agency on the number of transcripts transmitted through TREX.

As Table 1 indicates, the Agency has not yet established TREX as the primary
method for transferring transcripts. (See Appendix 3 for a complete list of the
number of transcripts received by public higher education institutions in

Texas.)

High school registrars who do not use TREX’s automated processes for
generating transcripts may face increased costs for the administration, labor,
copier maintenance, paper, postage, and other supplies needed to generate
traditional paper transcripts. (See Chapter 1-B for more information on the
potential cost savings associated with schools’ use of TREX.)

The Agency should increase its coordination with the Higher Education Coordinating
Board to encourage more higher education institutions to accept transcripts from TREX.

Higher Education Institutions

High school registrars and counselors who
use TREX can generate electronic
transcripts for graduating students. The
TREX users can then electronically
distribute the transcripts to selected higher
education institutions or campuses. These
higher education institutions could include:

= Public universities.

= Independent universities.

= Community colleges.

= Public health-related institutions.

= |ndependent health-related institutions.
= Technical college systems.

= State colleges.

= Junior colleges.

= Independent chiropractic institutions.

= |[nstitutions outside of Texas.

The Higher Education Coordinating Board sent a letter to all
Texas public higher education institutions in June 2008 informing
them that it expected the higher education institutions to be
exchanging electronic transcripts and that it will verify that all
higher education institutions are capable of receiving electronic
transcripts through TREX. (See text box for a description of the
types of higher education institutions that can receive transcripts
through TREx.) The Higher Education Coordinating Board stated
that it subsequently contacted some higher education institutions
that it determined not to be accepting transcripts via TREX. By
coordinating its efforts to encourage schools’ participation in
TREX with the Higher Education Coordinating Board’s efforts to
encourage higher education institutions to accept transcripts
submitted through TREX, the Agency may improve utilization of
TREX for transferring transcripts among all stakeholders.

One of the 10 higher education institutions that auditors surveyed
stated that it did not accept electronic high school transcripts

submitted through TREX. This higher education institution stated that it was

An Audit Report on the Texas Records Exchange System at the Texas Education Agency

SAO Report No. 11-010
October 2010
Page 10



implementing a student information system that would automatically import
student records from transcripts received through TREX; however, the higher
education institution had not implemented that system as of May 2010. A
second higher education institution indicated that it began accepting
transcripts through TREX in August 2009, approximately 15 months after the
Agency required schools to use TREX to send transcripts. If higher education
institutions do not accept electronic transcripts submitted by high schools
through TREX, the high schools may be prevented from fully utilizing TREX
to send transcripts.

Some electronic transcripts sent through TREx do not include needed test scores.
Three of the four community colleges that auditors surveyed received
transcripts via TREX, but they indicated that they had experienced problems
obtaining the Texas Assessment of Knowledge and Skills (TAKS) test scores
on those transcripts. This may be a reason some community colleges do not
request or accept more transcripts sent through TREx. TREX is capable of
collecting TAKS test scores and scores for other standardized tests and
including those test scores in the electronic transcripts. However, the Agency
has not made TAKS test scores a required component of the electronic
transcript form used by TREX or taken actions to encourage the high schools
to send test scores through TREX.

TAKS tests are administered by an Agency contractor that sends the scores
back to the high schools in the form of physical labels to be attached to the
back of hard copies of a student’s transcript. Schools may omit TAKS results
when sending transcripts electronically through TREX because the information
on these labels is not available to the schools in an easily accessible electronic
format. If scores are not included on a transcript, some higher education
institutions may deem that transcript to be inadequate for admissions
purposes. In addition, open-enrollment community colleges need TAKs
scores to determine whether a student meets the graduation requirements for
the Texas Success Initiative and whether the student is eligible to enroll in

dual credit courses.

In contrast, the hard copy transcripts that high schools mail to higher
education institutions often include copies of TAKS scores, as well as scores
from other standardized tests such as the ACT and the SAT college entrance
exams.

Recommendations

The Agency should:

= |dentify schools that have graduating seniors but do not submit transcripts
using TREx and follow up with schools that may not be using the system
as intended.
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= Develop procedures for regularly informing the Higher Education
Coordinating Board of (1) higher education institutions that it identifies as
not accepting electronic transcripts submitted through TREx and (2) the
need to notify the administration of those higher education institutions that
they are not in compliance with Texas Education Code, Section 7.010.

* Provide additional training to TREX users on using the system to submit
transcripts to higher education institutions.

* Provide statewide assessment scores, such as TAKS scores, to higher
education institutions. This could be done either by requiring schools to
submit test scores on transcripts sent through TREX, or by the Agency
developing and implementing a process that would extract the test scores
from the State’s assessment database and transmit the scores along with a
TREX transcript to higher education institutions.

» Consider partnering with the ApplyTexas.org online application to
generate a transcript request in TREXx each time a student at a Texas public
school applies to a Texas higher education institution through that site.

Management’s Response

The Agency agrees with the recommendation to identify schools that have
graduating seniors but do not send transcripts through TREX, and follow up
with those schools that may not be using the system as intended. This will be
included in the written policies and procedures to encourage schools to us
TREX on a consistent basis, described in Chapter 1-A.

TEA agrees with the recommendation to develop procedures for regularly
informing the Texas Higher Education Coordinating Board of institutions of
higher education identified as not accepting high school transcripts sent from
TREX, and about the need for THECB to notify those institutions that they are
not in compliance with Texas Education Code, Section 7.010. TEA will work
with THECB to develop these procedures within the next six months. The
contact is the Director of Enterprise Data Management.

The Agency generally agrees with the recommendation to provide additional
training to TREX users on submitting transcripts to institutions of higher
education through TREx. There is already a video tutorial on the TREx web
site concerning how to send transcripts to an institution of higher education.
However, TEA will make this training more visible through links from the
TREX application as described in Chapter 2.

The Agency agrees with the recommendation to provide TAKS scores to
institutions of higher education. TEA plans to modify TREX this year to
extract a student’s exit level TAKS scores from the Student Assessment Data
Portal and forward these electronically when a registrar sends the student’s
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transcript to an institution of higher education. TEA believes the fact that
many schools do not populate TAKS scores electronically when records are
sent to an institution of higher education is the principal reason why some
institutions continue to request paper transcripts. This project is to be
completed within the next nine months. The contact is the Director of
Enterprise Data Management.

The Agency agrees with the recommendation to consider partnering with
THECB on the ApplyTexas.org application to generate a transcript request in
TREX each time a student at a Texas public school applies to a Texas higher
education institution through that site. TEA is currently working with a
representative from the THECB on the Rider 51 Workgroup to identify a
possible interface between the College for All Texans Web Portal pilot and
TREX that would allow a student to generate a transcript request
electronically from within the portal. Once developed, the same capability
could be used with Apply Texas. TEA will consult with THECB on this
interface within the next three months. The contact is the Director of
Enterprise Data Management.
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Chapter 4

The Agency Generally Complied with Statutes and Rules Regarding
Data Confidentiality; However, It Should Strengthen Its Access and
Physical Controls Over TREXx

TREX adheres to most applicable federal and state statutes and applicable
rules regarding data confidentiality. Weaknesses in the Agency’s controls
over accessing TREX increase the risk of unauthorized access to confidential
student information. Specifically:

Of 15,635 users with access to TREXx as of April 5, 2010, 6,364 did not
send any student records over a seven-month period from September 2009
through March 2010. This overlaps two periods of high activity in TREx
for most schools: in the fall of each year as students enroll in new schools
and again at the beginning of each year when graduating high school
students apply for admission to higher education institutions. TREX users
who did not send any student records over the period that auditors
reviewed may not require access to TREX. The Agency could address this
by disabling accounts after a period of inactivity to reduce security threats.

Auditors reviewed 30 TREX users, including each of the 7 users with
administrative access to the system in May 2010. All seven users with
administrative access were current employees and had a valid business
need for administrative access to TREx. However, the Agency did not
sufficiently restrict the access of some other users. These included:

¢+ Three users, or 10 percent of those reviewed, who were not current
employees. One user left employment in February 2008, the second in
June 2009, and the third in September 2009.

+ Four users, or 13 percent of those reviewed, who did not require access
to TREXx. Specifically, three of these users were in positions that did
not use TREX, and the Agency never approved one user’s access form.

Some TREX users also have access to other Agency systems containing
confidential student information through the same user name and
password. As a result, weaknesses in the Agency's access to TREXx could
also affect access to other Agency systems. For example, five users whom
auditors selected for their survey were not current school employees, yet
they had access to TREx and other critical Agency systems. Auditors
were not able to contact these individuals and called each school district to
verify that they were no longer employed. In addition, two of these user
accounts were accessed after the users separated from employment.

Auditors reviewed Agency employees’ access to TREx databases
containing confidential student information and determined that two
employees share a user account. If an error were to occur in updating or
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modifying the TREX databases, the Agency may not be able to determine
which employee was responsible for that error.

Auditors reviewed the access to
the operating systems running on
five TREX servers and identified a
total of five former Agency or
contractor employees whose
access was not appropriately

State Data Center Consolidation

The Texas Education Agency (Agency), along
with other state agencies, is included in a
data center consolidation project through
the Department of Information Resources’
contractor, IBM (See An Audit Report on the
Department of Information Resources and

State Data Center Consolidation, State
Auditor’s Office Report No. 09-051, August
2009 for additional details.)

At the time of this audit, IBM was managing
processing and storage for TREx. In August
2010, the Department of Information
Resources announced its intention to rebid
these services. IBM employees required
access to some TREXx servers as a result of
their responsibilities, and auditors included
some of their user accounts in the scope of
this audit.

removed. These 5 employees
represent approximately 8 percent
of the 65 users reviewed. Four of
these individuals worked for IBM
and had completed their
assignments on the data center
consolidation project (see text
box). One of these former IBM
employees’ assignment to the

Agency ended in October 2008,
about 18 months prior to when auditors conducted this review in April
2010.

Title 1, Texas Administrative Code, Section 202.25, states that agencies
should ensure authorized use by managing access to information resources,
and by uniquely identifying each user of information resources. Without these
controls, the Agency faces increased risks that confidential student
information could be inappropriately exposed or modified.

The Agency should address control weaknesses at its data center. Auditors noted
issues at the Agency’s data center that could expose TREX to environmental
risks such as power outages and elevated temperatures. Specifically, the
Agency’s data center is maintained at a warm temperature of approximately
86 degrees, despite efforts to cool the data center with an additional air
conditioning unit and portable fans. The data center also lacks an alternate
source of power, such as a generator, that could be used to keep its systems
operating in the event of a power failure. It is important to note that the
Agency is included in the state data center consolidation effort through the
Department of Information Resources. All of the Agency’s servers are
planned to be consolidated into a new data center that is shared with multiple
state agencies. This move was planned for December 2009, but it had been
delayed and had not occurred at the time that auditors reviewed the controls
over TREx in April 2010.
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Recommendations
The Agency should:

= Develop a methodology for identifying and disabling or removing inactive
and unnecessary user accounts in TREXx on a timely and regular basis.

» Develop procedures to remove access for users at school districts and
open-enrollment charter schools who are no longer employees or who no
longer require access to TREX.

= Discontinue the practice of sharing user accounts.

= Either work with the Department of Information Resources to move its
servers into the state data center as soon as possible or continue efforts to
maintain an adequate climate-controlled environment in its own data
center.

Management’s Response

The Agency agrees with the recommendation to develop a methodology for
identifying and disabling or removing inactive and unnecessary user accounts
in TREx on a timely basis. TEA has corrected the user access to TREx for
those 18 users identified during the audit who no longer require access to the
application. In addition, the Agency is working on an account terminator
process that will revoke TEASE accounts that have not been accessed for a
period of time. This project is scheduled to be finished by December 31,
2010. The contact is the Director of IT Operations.

The Agency agrees with the recommendation to develop procedures to remove
access for users at school districts and open enrollment charter schools who
are no longer employees or who no longer require access to TREx. The
Agency will institute an annual verification of all TREx logon id’s to begin no
later than July 1, 2011. The contact is the Director of IT Operations.

TEA agrees with the recommendation to discontinue the practice of sharing
accounts. Individual accounts will be created for TEA database
administrators who will discontinue the practice of using shared accounts.
TEA will request that Team for Texas configure the servers to require
individual logins when privileged access is needed. This will be completed by
December 31, 2010. The contact is the Director of IT Operations.

The Agency agrees with the recommendation to continue efforts to maintain
an adequately climate controlled environment in its own data center until the
servers can be moved into the state data center. The Texas Facility
Commission (TFC) completed work on the Stephen F. Austin AC chillers that
have helped stabilize the fluctuating temperatures with the cold water
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supporting the AC units. This work was completed in June 2010 and has
helped maintain a steady flow of chilled water that has stabilized the
temperatures in the data center.

TEA has an environmental monitoring system to notify staff if there is
temperature or other issues in the data center. The system monitors 22
locations for temperature readings, humidity, and air flow. Alerts are sent to
TEA staff and TFC staff if set thresholds are reached and TFC dispatches staff
to check out the data center AC units.

The temperature threshold was adjusted to 60 degrees for the air temperature
underneath the raised floor after the TFC completed work on the chillers in
June 2010. If the temperature hits or exceeds 60 degrees, the analyst and
TFC are notified.

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
SAO Report No. 11-010
October 2010
Page 17



Chapter 5

The Agency Should Provide Additional Technical and Administrative
Support to TREx Users

Many TREX users report having similar problems that discouraged them from
fully using TREXx. If the Agency can help schools and higher education
institutions reduce or eliminate these problems, schools may increase their use
of TREX to transfer student records and transcripts, saving additional time and
money (see Chapter 1-B for more information about the time-savings
analysis). The Agency developed TREX to accept electronic scans of hard-
copy documents. But TREX users that auditors contacted frequently stated
they experienced problems related to difficulties using the TREX software and
related hardware, including scanners, and a lack of administrative support to
resolve those problems. For example:

= Users reported having difficulty obtaining support for problems using the
TREX software on their computers. TREX users at 9 (35 percent) of the 26
schools that auditors visited reported problems obtaining help desk
support for software-related problems with TREx and student information
systems. The Agency maintains a TREX help desk, but additional support
may be available at regional offices, school district offices, and at schools.
However, the Agency has not established responsibilities among these
resources for the support of TREx and its users. Without a coordinated
support strategy, the Agency cannot direct TREX users to the assistance
they need to resolve problems that may be preventing or limiting their
ability to fully use TREX.

= Users reported having difficulty scanning paper-based student records in
order to send them electronically using TREx. Users at 10 (38 percent) of
the 26 schools auditors visited described difficulties they had with
scanning documents to send in TREX, including 9 users who auditors
determined were not consistently using all TREx capabilities.
Additionally, auditors’ survey of registrars asked respondents to provide
suggestions for encouraging schools to use TREx more often. Of the 128
comments received®, 18 respondents, or 14 percent, stated they had
experienced difficulty scanning documents to attach to student records.
These difficulties included lack of availability of a scanner, too much time
required to scan student information, and unclear scanning procedures.

Some schools do not store all student records electronically. For example,
elementary schools can maintain letter grades in physical grade books, and
some special-needs assessments can be kept in paper form to document the
unique nature of those special needs. Because of this, it is important that
TREX allow users to easily scan documents containing student information
that may not be in an electronic format.

% A total of 193 registrars responded to auditors’ survey, but only 128 responded to this question.
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The Agency should also help schools resolve other technical issues related to
using TREX by providing additional information about which student
information systems are the most compatible with TREx. The Agency
developed TREXx with the ability to receive student records and transcripts
from student information systems in a standard format. Student information
systems are intended to directly export student records in this format for
transfer into TREX. Auditors observed this process working successfully at 10
of the schools visited and verified that required data elements were accurately
extracted at each of those schools.

Schools that have implemented such systems may save time sending student
records when compared to a manual process because they may not have to
physically retrieve records from filing cabinets, make photocopies of student
records, fax student records, or pay postage. (See Chapter 1-B for additional
information on time and cost savings related to the use of TREX.) Registrars
using TREX to send student records may also reduce the risk of unintended
exposure of confidential student information because electronic records are
encrypted and less likely to be accidentally misplaced or left on a desk, inbox,
or fax machine.

In addition to identifying student information systems that can directly export
student records in the standard format for transfer into TREX, the Agency
should also help schools automate the records transfer process by providing a
list of student information systems that can receive student records in the
standard format TREXx uses. Student information systems that have this type
of functionality could reduce or eliminate the need for registrars to enter the
data into a student information system, reducing the potential for errors in the
student records.

By providing a list of student information systems that are compatible with
TREX, the Agency may help schools select systems that increase the number
of records and transcripts sent through TREx. At the time of this audit, the
Agency was developing a system for storing student information that it
planned to share with schools as an alternative to other student information
systems. By including import and export features that are compatible with
TREX, the Agency could help some schools increase participation in TREX
and realize additional time and cost savings.

Recommendations

The Agency should:

= Establish responsibilities for TREx support across the Agency help desk,
regional offices, school district offices, and schools, and provide TREXx
users with a list of available support resources, including resources for
users to obtain support for scanning documents to send through TREX.
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= Publish on the Agency’s Web site a list of the vendors that offer student
information systems with import and export functionalities.

* Include the ability to import and export TREX records in the requirements
for the state-sponsored student information system that the Agency is
developing.

Management’s Response

TEA agrees with the recommendation to establish responsibilities for TREx
support across the Agency help desk, regional offices, district offices and
schools, and provide users with a list of available support resources. The
Agency will develop guidelines for users regarding who to contact for various
types of support related to sending education records electronically. This
information will be posted on the TREXx web site with a link from the TREXx
application. The project is to be completed within the next three months. The
contact is the Director of Enterprise Data Management.

TEA generally agrees with the recommendation to publish on the Agency’s
web site a list of vendors that offer student information systems with import
and export functionalities. House Bill 1705 from the 81 legislative session
requires the Department of Information Resources to develop a cooperative
contract for student information system software. Based on the responses
provided to DIR, if there are any vendors that provide import as well as
export capability, the Agency will publish this information on the TREx web
site within two months of the cooperative contract being implemented. The
contact is the Director of Enterprise Data Management.

The Agency agrees with the recommendation to include the ability to export
TREX records in the requirements for the state sponsored student information
system. This project is to be completed within the next six months. The
contact is the Project Manager for the Statewide District Information Systems
Services Division.

An Audit Report on the Texas Records Exchange System at the Texas Education Agency
SAO Report No. 11-010
October 2010
Page 20



Appendix 1

Appendices

Objectives, Scope, and Methodology

Objectives

The objectives of this audit were to determine whether the Texas Education
Agency’s (Agency) Texas Records Exchange (TREX) system:

= |s being used by selected school districts, open-enrollment charter schools,
and higher education institutions as intended.

» Meets standards approved by the Commissioner of Education and the
Commissioner of Higher Education.

= Adheres to applicable federal and state statutes regarding data
confidentiality and applicable Agency rules.

Scope

The scope of this audit covered the processes and controls that the Agency
used to administer TREx in April 2010, as well as transactions in TREX from
September 2009 through April 2010.

Methodology

The audit methodology included interviewing Agency personnel; interviewing
registrars who transfer student records and transcripts at several schools across
Texas; interviewing Higher Education Coordinating Board staff who
coordinate the use of TREX; interviewing staff supporting the Standardization
of Postsecondary Education Electronic Data Exchange (SPEEDE) system at
the University of Texas at Austin; surveying 304 registrars about their use of
TREX; visiting 26 schools to observe TREX being used; surveying 10 higher
education institutions about their use of transcripts received through TREX;
reviewing the Agency’s documentation related to TREX ; analyzing TREx
transactions from September 1, 2009, through April 5, 2010; reviewing the
Agency’s processes, policies, and procedures for TREX; observing the
Agency’s data center; reviewing TREXx system and software configuration
documents; and reviewing TREX system controls.

Information collected and reviewed included the following:

» TREXx data standards approved by the Commissioner of Education and the
Commissioner of Higher Education.

= Transactions in TREx from September 1, 2009, through April 5, 2010.
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User account information and configuration documents for TREx
software, servers, and databases.

TREX usage and monitoring reports.

SPEEDE reports on transcripts transferred from TREXx from September 1,
2007, through March 17, 2010.

Logs and documentation for software updates applied to TREX.
Security policies for TREX.

Letters that the Agency sent to schools regarding expected participation in
TREX.

Procedures and tests conducted included the following:

Analyzed TREX transactions from September 1, 2009, through April 5,
2010.

Visited 26 schools in 8 school districts to determine whether TREx was
being used as intended.

Surveyed 304 registrars at schools regarding their use of TREX.

Surveyed 10 higher education institutions about their receipt of transcripts
that schools submitted through TREX.

Assessed the general control environment surrounding TREXx for
compliance with federal and state statutes regarding data confidentiality.

Tested access to TREXx and related servers, operating systems, and
databases.

Tested key controls in TREX that verify the accuracy and completeness of
student information that schools submit.

Reviewed the interface used to exchange electronic transcripts between
TREXx and SPEEDE.

Reviewed the encrypted connections that schools use to transfer student
records to TREX.

Criteria used included the following:

Texas Education Code, Section 7.010.

Title 1, Texas Administrative Code, Chapter 202 (Information Security
Standards).
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» Health Insurance Portability and Accountability Act of 1996.
» Code of Federal Regulations, Title 45, Part 164.

» Federal Education Rights and Privacy Act.

» Code of Federal Regulations, Title 34, Part 99.

» TREx Data Standards, version 3.5.

» TREx User Guide, version 3.4.

Project Information

Audit fieldwork was conducted from December 2009 through August 2010.
We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.

The following members of the State Auditor’s staff performed the audit:
= Kels Farmer, MBA, CISA (Project Manager)

= Ashlee Jones, MAcy, CGAP, CFE (Assistant Project Manager)

» Priscilla Garza

» Cyndie Holmes, CISA

= Barbette Mays, CICA

» Anca Pinchas, MS, MA, CPA

» Brian York

= Dennis Ray Bushnell, CPA (Quality Control Reviewer)

= Ralph McClendon, CISSP, CCP, CISA (Audit Manager)
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Appendix 2
State Auditor’s Office Survey of School Registrars

Auditors surveyed 304 registrars at schools in Texas to obtain information
about their experiences with the Texas Records Exchange (TREX) system. A
total of 193 registrars responded to this survey, and the results are summarized
in Table 2.

Table 2

Survey of TREx Users at Texas Schools

Answer Number of Respondents

Have you requested records using the TREx system?

Yes 171 (88.6%)
No 5 (2.6%)
Not Applicable/This Is Not My Job Function 17 (8.8%)
Do Not Know 0 (0.0%)

Have you sent student records electronically using the TREx system?

Yes 157 (81.3%)
No 16 (8.3%)
Not Applicable/This Is Not My Job Function 20 (10.4%)
Do Not Know 0 (0.0%)

Have you sent transcripts electronically using the TREx system? ©

Yes 76 (39.4%)
No 53 (27.5%)
Not Applicable/This Is Not My Job Function 64 (33.2%)
Do Not Know 0 (0.0%)

Do you send student records and/or transcripts manually?

Yes 117 (60.6%)
No 76 (39.4%)
Not Applicable/This Is Not My Job Function 0 (0.0%)
Do Not Know 0 (0.0%)
Please select the source from which you received training on the TREx
system.
Regional Education Service Center 128 (66.3%)
District Office 48 (24.9%)
| have not received training 12 (6.2%)
Texas Education Agency Web Site 1 (0.5%)
Not Applicable 4 (2.1%)

® These percentages do not sum to 100 percent due to rounding.
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Survey of TREx Users at Texas Schools

Answer Number of Respondents

What are the reason(s) that you send student records and/or transcripts
manually, rather than use the TREx system to send student information?

This optional survey question allowed respondents to sel