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For more information regarding this report, please contact Nicole M. Guerrero, Audit Manager, or John Keel, State Auditor, at (512) 
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Background Information 

Agencies report results for their key 
measures to the Legislative Budget Board’s 
budget and evaluation system, which is 
called the Automated Budget and Evaluation 
System of Texas, or ABEST. 

The Commission’s mission is to help protect 
the lives and property of the citizens of 
Texas by developing and enforcing 
professional standards for the fire service.  

 

Key Measures 

Key performance measures are: 

 Budget drivers that are generally 
externally focused. 

 Closely related to the goals identified in 
the statewide strategic plan. 

 Reflective of the criteria of good 
performance measures. 

Source:  Guide to Performance Measure 
Management (State Auditor’s Office Report 
No. 06-329, August 2006). 

Overall Conclusion 

The Commission on Fire Protection (Commission) 
reported reliable results for one (33 percent) of 
three key performance measures tested for fiscal 
year 2008. A performance measure result is 
considered reliable if it is certified or certified with 
qualification.  

One key measure—Percentage of Total Amount 
Requested for Loans/Grants Compared with 
Requests Awarded—was certified with qualification 
because the Commission’s policies and procedures 
describing the collection, calculation, and reporting 
of performance measure results to the Automated 
Budget and Evaluation System of Texas (ABEST) need 
to be updated.  

Factors prevented the certification of the following 
two key performance measures because (1) auditors 
could not re-create the results that the Commission 
reported to ABEST using the Commission’s databases 
and (2) source documents were not available for 
review: 

 Percentage of Inspected Fire Certificate Holders with No Recent Violations.  

 Number of Fire Service Personnel Certified. 

Table 1 on the next page summarizes the certification results for the three key 
performance measures tested. 
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Table 1 

Commission on Fire Protection (Agency No. 411)  

Related 
Objective or 

Strategy, 
Classification Description of Measure Fiscal Year 

Results Reported in 
ABEST Certification Results a 

A., Outcome Percentage of Total Amount Requested for 
Loans/Grants Compared with Requests Awarded  2008 36.6% Certified With Qualification 

B.1.1., Outcome Percentage of Inspected Fire Certificate Holders 
with No Recent Violations  2008 91.7% Factors Prevented 

Certification 

B.1.1., Explanatory Number of Fire Service Personnel Certified  2008 27,613 Factors Prevented 
Certification 

a 
A measure is Certified if reported performance is accurate within plus or minus 5 percent of actual performance and if it appears that controls to 

ensure accuracy are in place for collecting and reporting performance data. 

A measure is Certified With Qualification when reported performance appears accurate but the controls over data collection and reporting are not 
adequate to ensure continued accuracy.  A measure is also certified with qualification when controls are strong but source documentation is unavailable 
for testing.  A measure is also certified with qualification if agency calculation of performance deviated from the measure definition but caused less 
than a 5 percent difference between the number reported to ABEST and the correct performance measure result. 

A measure is Inaccurate when the actual performance is not within 5 percent of reported performance, or when there is more than a 5 percent error in 
the sample of documentation tested.  A measure is also inaccurate if the agency’s calculation deviated from the measure definition and caused more 
than a 5 percent difference between the number reported in ABEST and the correct performance measure result.  

A Factors Prevented Certification designation is used if documentation is unavailable and controls are not adequate to ensure accuracy.  This 
designation also will be used when there is a deviation from the measure definition and the auditor cannot determine the correct performance measure 
result.  

Summary of Management’s Response 

The Commission agreed with the findings and recommendations in this report.  In 
its responses, the Commission stated that it has implemented the 
recommendations. 

Summary of Information Technology Review 

Auditors assessed information technology (IT) controls over the databases that the 
Commission uses to collect and calculate performance measure data.  Auditors 
evaluated general IT controls such as logical access, program changes, physical 
security, and disaster recovery. Auditors also evaluated application controls such 
as input controls, process controls, and output controls. 

The Commission does not have adequate controls over its information technology 
to ensure the security and reliability of its performance measure data.  The 
Commission does not ensure that audit trails are created and retained.  The lack of 
an audit trail limits the Commission’s ability to track the changes made to data 
and who made the changes.  In addition, when Commission staff updates the data 
used to calculate performance measures, the existing data is overwritten.  
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Auditors also identified weaknesses in the general and physical controls over the 
databases.  To minimize risks, auditors communicated details about these issues in 
writing to the Commission’s management. 

Summary of Objectives, Scope, and Methodology 

The audit objectives were to determine whether the Commission (1) accurately 
reported selected key performance measures to ABEST and (2) had adequate 
control systems over the collection, calculation, and reporting of the Commission’s 
key performance measures. 

The audit scope included the three key performance measure results that the 
Commission reported for fiscal year 2008.  Auditors also reviewed controls over the 
submission of data used in reporting performance measures and traced 
performance measure documentation to the original source when available. 

The audit methodology consisted of selecting the Commission’s three key 
performance measures to audit, auditing reported results for accuracy and 
adherence to measure definitions, evaluating controls over the performance 
measure certification process, and testing of original source documentation when 
possible.  
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Detailed Results 

Chapter 1 

The Commission Reported Reliable Results for One of Three Key 
Performance Measures  

The Commission on Fire Protection (Commission) reported reliable results for 
one (33 percent) of three key performance measures tested for fiscal year 
2008.  A performance measure result is considered reliable if it is certified or 
certified with qualification.  Factors prevented the certification of two key 
performance measures because (1) auditors could not re-create the results that 
the Commission reported to the Automated Budget and Evaluation System of 
Texas (ABEST) using the Commission’s databases and (2) source documents 
were not available for review. 

For all three key performance measures tested, the Commission lacks a 
documented supervisory review process for performance measure calculations 
and the entry of data into ABEST.  

Recommendation 

The Commission should implement a documented supervisory review process 
for the calculation of performance measures and for the entry of the data into 
ABEST.  

Management’s Response 

This recommendation has been implemented.  Procedures are now in place 
that document the supervisory review process for the calculation of 
performance measure data and entry of that data into ABEST. 
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Performance Measures 
Certified With Qualification 

A measure is certified with 
qualification when reported 
performance appears accurate, but 
the controls over data collection 
and reporting are not adequate to 
ensure continued accuracy 

 

Performance Measures for 
which Factors Prevented 

Certification 

A factors prevented certification 
designation is used if documentation 
is unavailable and controls are not 
adequate to ensure accuracy.  This 
designation also will be used when 
there is a deviation from the 
measure definition and the auditor 
cannot determine the correct 
performance measure result. 

 

Key Measures 
 

Percentage of Total Amount Requested for Loans/Grants Compared 
with Requests Awarded 

The Commission reported reliable results for this performance measure.  
This measure was certified with qualification because of the lack of 
supervisory reviews discussed previously.  In addition, the Commission’s 
written policies and procedures for this measure discuss the collection, 
calculation, and reporting of this measure’s results; however, the procedures 
are not up to date and they do not include reviews of the measure’s 
calculation or the entry of results into ABEST. 

Recommendation 

The Commission should develop and implement up-to-date written policies 
and procedures for the review of the performance measure calculation and the 
entry of results into ABEST. 

Management’s Response 

This recommendation has been implemented.  Updated policies and 
procedures are now in place that document the supervisory review process for 
the calculation of performance measure data and entry of that data into 
ABEST. 

 

Percentage of Inspected Fire Certificate Holders with No Recent 
Violations 

Number of Fire Service Personnel Certified 

Factors prevented the certification of both of these performance measures.  
The Commission stores the majority of its performance measure data in two 

databases—the Texas Commission on Fire Protection (TCFP) and the 
Fire Department Emergency Program (FDEP)—which are routinely 
updated.  However, when changes are made to the data, the original data 
is overwritten and the application does not retain any record of the 
previous data.  The FDEP creates no audit trails, and the TCFP creates 
minimum audit trails showing what changes were made and who made 
the changes.  In addition, the Commission discarded all applicable source 
documents related to these performance measures.  As a result, auditors 
could not re-create the fiscal year 2008 results for these two performance 
measures to determine whether the Commission’s reported results were 
accurate.   
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The Commission relies on an automated process for the calculation of these 
two performance measures.  Based on a review of this process, auditors 
determined that the Commission’s calculations of these measures were 
consistent with the measures’ methodologies described in ABEST.  In 
addition, the Commission lacks written policies and procedures describing the 
collection, calculation, review, and reporting of these two measures. 

Recommendations 

The Commission should:  

 Ensure that it retains historical data and adequate supporting 
documentation for all reported performance measure results for the fiscal 
year reported plus three years as required by the Guide to Performance 
Measure Management (State Auditor’s Office Report No. 06-329, August 
2006).  This could include enabling the audit trail functions to capture 
information about changes to the data, retaining hard copies of all source 
documentation, and/or retaining documentation supporting the reported 
results. 

 Develop and implement written policies and procedures to ensure 
adequate controls over the collection, calculation, review, and reporting of 
these performance measures. 

Management’s Response 

Since performance measures are reported annually, in order to ensure that 
future auditors can rebuild reports to check for accuracy, the agency will 
maintain archival records of the data as it exists at the time the report is 
generated.  Division heads will designate the date of the report, at which point 
IT personnel will create and maintain an archival copy of the database for the 
specified date. 

Procedures and standard operating procedures (SOPs) have been 
implemented to address the scanning of handwritten inspection data into the 
electronic version of the fire department inspection files. 

Standard operating procedures (SOPs) have been developed and implemented 
concerning the collection, calculation, review, and reporting of the key 
performance measures. 
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Chapter 2 

The Commission Should Strengthen Controls Over Its Information 
Technology   

The Commission should strengthen controls over its information technology 
to ensure the integrity and accuracy of performance measure data.  In addition 
to the weaknesses in audit trails described in Chapter 1, auditors identified 
weakness in physical and general controls over the Commission’s databases.   
Specifically: 

 The Commission does not ensure that access to the server room is 
adequately monitored.  In addition, the Commission’s servers are placed 
on the floor, which exposes them to increased risk of flooding or other 
damage during an emergency.  

 The Commission lacks adequate program change controls to ensure that 
all database and program code changes are authorized and reviewed.  
While the Commission has limited procedures requiring that employees 
request program code changes in writing, it does not ensure that these 
procedures are followed.  Auditors identified instances in which program 
changes were requested verbally and then completed.  In addition, the 
database administrator has full access to change the program code and 
implement these changes without any supervisory review to ensure that 
the changes are authorized, accurate, and documented.  

 The Commission does not test its disaster recovery plan annually as 
required by Title 1, Texas Administrative Code, Chapter 202.  

Recommendations 

The Commission should: 

 Strengthen physical controls regarding the server room, including limiting 
access to appropriate personnel and ensuring that all critical information 
technology equipment is not placed on the floor.  

 Strengthen its program change controls to ensure that (1) all change 
requests are made in writing, (2) all changes are documented, and (3) all 
changes are reviewed by someone other than the person who made the 
change.  

 Annually test its disaster recovery plan. 
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Management’s Response 

The agency’s server room is controlled by key access. Personnel authorized to 
access the room have been instructed and will periodically be reminded to 
ensure they lock the door upon exiting. A sign-in sheet has been created to log 
entries and exits from the room. Agency directors are asked to randomly 
check that the door is locked when the room is unoccupied, and to inform the 
IT team leader in writing of any exceptions to the policy when found. 

The agency’s domain controller and network routers and switches are rack-
mounted; the IT section will acquire and install an additional rack to raise the 
towers off the floor.  

The agency has implemented a policy that all database changes must be 
requested in writing. Upon completion of changes, the database administrator 
and the requestor will sign off on completed changes. Completed requests will 
be reviewed and maintained by the IT team leader. 

The agency’s current database has limited program source controls. The 
agency has recently undertaken a project to upgrade its main database 
system; program source controls will be implemented in the new system. 

The agency will implement testing of its disaster recovery plan annually and 
document the results of its tests. 
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Appendix 

Appendix  

Objectives, Scope, and Methodology 

Objectives 

The objectives of this audit were to determine whether the Commission on 
Fire Protection (Commission): 

 Accurately reported selected key performance measures to the Automated 
Budget and Evaluation System of Texas (ABEST). 

 Had adequate control systems over the collection, calculation, and 
reporting of selected key performance measures. 

Scope 

The audit scope included the three key performance measure results that the 
Commission reported for fiscal year 2008.  Auditors also reviewed controls 
over the submission of data used in reporting performance measures and 
traced performance measure documentation to the original source when 
available. 

Methodology 

The audit methodology consisted of selecting the Commission’s three key 
performance measures to audit, auditing reported results for accuracy and 
adherence to measure definitions, evaluating controls over the performance 
measure certification process, and testing of original source documentation 
when possible.  The Commission completed questionnaires related to its 
performance measurement processes to help identify preliminary control 
information.  

Specific tests and procedures included:  

 Auditing calculations for accuracy and to ensure that they were consistent 
with the methodology agreed upon by the Commission and the Legislative 
Budget Board. 

 Analyzing the flow of data to evaluate the existence of proper controls. 

 Testing a sample of source documents to verify the accuracy of reported 
performance when possible. 
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 Reporting performance measures results in one of four categories: 
(1) certified, (2) certified with qualification, (3) inaccurate, or (4) factors 
prevented certification. 

Criteria used included: 

 Guide to Performance Measure Management (State Auditor’s Office 
Report No. 06-329, August 2006)  

 ABEST performance measure definitions 

Project Information 

Audit fieldwork was conducted from March 2009 through April 2009.  This 
audit was conducted in accordance with generally accepted government 
auditing standards.  Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to provide a reasonable basis 
for our findings and conclusions based on our audit objectives.  We believe 
that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

The following members of the State Auditor’s Office staff performed the 
audit: 

 Barbette J. Mays, CICA (Project Manager) 

 Michael A. Gieringer, MS, CFE (Team Leader) 

 Mark A. Cavazos 

 Cain Kohutec 

 Rachelle Wood, MBA, CISA (Information Systems Audit Team) 

 Dennis Ray Bushnell, CPA (Quality Control Reviewer) 

 Nicole M. Guerrero, MBA, CIA, CGAP, CICA (Audit Manager) 
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The Honorable David Dewhurst, Lieutenant Governor, Joint Chair 
The Honorable Joe Straus III, Speaker of the House, Joint Chair 
The Honorable Steve Ogden, Senate Finance Committee 
The Honorable Thomas “Tommy” Williams, Member, Texas Senate 
The Honorable Jim Pitts, House Appropriations Committee 
The Honorable Rene Oliveira, House Ways and Means Committee 

Office of the Governor 
The Honorable Rick Perry, Governor 

Commission on Fire Protection 
Members of the Commission on Fire Protection 

Mr. Chris Connealy, Presiding Officer 
Mr. Les Bunte 
Mr. Elroy Carson 
Mr. Rhea Cooper 
Mr. Yusuf Farran 
Mr. John Gillette, III 
Mr. Joseph “Jody” Gonzalez 
Mr. Michael Melton 
Mr. Arthur “Art” Pertile, III 
Mr. Kelley Stalder 

Mr. Gary L. Warren, Executive Director 
 
 



 

This document is not copyrighted.  Readers may make additional copies of this report as 
needed.  In addition, most State Auditor’s Office reports may be downloaded from our Web 
site: www.sao.state.tx.us. 
 
In compliance with the Americans with Disabilities Act, this document may also be requested 
in alternative formats.  To do so, contact our report request line at (512) 936-9880 (Voice), 
(512) 936-9400 (FAX), 1-800-RELAY-TX (TDD), or visit the Robert E. Johnson Building, 1501 
North Congress Avenue, Suite 4.224, Austin, Texas 78701. 
 
The State Auditor’s Office is an equal opportunity employer and does not discriminate on the 
basis of race, color, religion, sex, national origin, age, or disability in employment or in the 
provision of services, programs, or activities. 
 
To report waste, fraud, or abuse in state government call the SAO Hotline: 1-800-TX-AUDIT. 
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